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Title: Secure and Scalable Data Outsourcing in the Public Cloud 

Abstract 
Data outsourcing is one of the most significant services offered by cloud computing, where end-users buy or lease storage capacity from cloud service providers in a pay-per-use billing model. However, when hosting data into the public cloud, data security and privacy is always the first concern, as few cloud service providers can be fully trusted by end-users. Therefore, enabling secure data outsourcing mechanisms in the public cloud becomes imperative while being challenging. In this talk, I will present our research efforts on guaranteeing the integrity of cloud data with storage auditing service. Our contribution is three-fold. Firstly, a third-party storage auditing mechanism is proposed to ensure that end-users’ data are not corrupted or deleted in the public cloud, while protecting data from being accessed by the third-party auditor. Secondly, the proposed mechanism not only serves for static archived data but also supports scalable and dynamical updates (i.e., block insertion, block modification, block deletion) of cloud data. Thirdly, the proposed mechanism supports batching auditing for multiple users to check the integrity of data stored on multiple cloud servers, which significantly improves the auditing efficiency in large-scale cloud storage systems. In this talk, I will also discuss some research issues on how to control the data access in the public cloud. 
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